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New Hardware Vulnerabilities Were Exposed
Meltdown & Spectre

At the start of 2018 new vulnerabilities—Meltdown and Spectre—affected 
nearly every device with a CPU.  While not the most severe we’ve ever seen, 
these vulnerabilities hit the entire ecosystem of computers due to flaws in 
how modern processors isolate private memory. Until they were fixed, these 
flaws offered bad actors access to private data, such as login credentials. 
What’s more, Meltdown and Spectre existed for two decades before being 
discovered, and there are certainly many other, related bugs lurking. In 
November, for instance, similar side-channel attacks on GPUs were also 
discovered.

Here’s the good news: our collective approach to Meltdown and Spectre 
revealed some positive trends in cooperation and communication. First, 
the vulnerabilities were discovered by white hat hackers. Google’s Project 
Zero, as well as bug bounty programs from Microsoft and Apple, have 
been working. They’ve incentivised people who discover vulnerabilities to 
communicate directly with the parties who can fix them before going public 
with the information. Second, knowledge of their existence was closely 
guarded to allow time for OS manufacturers to develop fixes. Competing 
companies shared information and worked together to find a software 
solution to a hardware problem, and that’s a noteworthy trend.

IoT and Other Devices

Hijacked internet of things (IoT) devices and routers have caused havoc over 
the last couple of years, usually through DDoS attacks. Despite all of the 
destruction they’ve caused in the past, unsafe devices are still being shipped 
today in the millions. 

This year has seen some improvements to IoT security, especially on the 
legal front. Justice caught up with more than a few IoT arsonists and crooks. 
Elsewhere, guidelines and legislation were introduced to help secure the 
devices of tomorrow.

Microtik Routers 

In the last few days of July researchers noticed a large spike in Coinhive 
activity. This led to the uncovering of a massive cryptojacking campaign 
based around the hacking of MicroTik routers. Hundreds of thousands of 
compromised routers redirected traffic to mine cryptocurrency for a small 
number of hackers. 

MicroTik patched this vulnerability as soon as they became aware of it. But 
since updating routers requires effort, lots were left unpatched and these 
attacks along with other MicroTik attacks continue today.

Malware Declined but Remains a Huge Threat
Malware rounds out the top three threats seen in the first half of 2018. While 
still prevalent (an average of 1% of the traffic seen in the first six months of 
2018, down from 2% in 2017), malware continued to decline by 50% in the 
first half of this year alone. 

This 50% drop is largely because there are easier ways to profit from remote 
systems than by deploying malware. It only takes a small number of people 
to view a website that hosts cryptojacking JavaScript (see Cryptojacking 
below) for a bad actor not just to break even, but make a quick profit. The 
mass adoption of Windows 10, the efforts of the security community, and 
efforts by the security industry at large were also factors.

For more on the year’s top malware, see Webroot’s Nastiest Malware of 2018.

https://www.theguardian.com/technology/2018/jan/04/meltdown-spectre-worst-cpu-bugs-ever-found-affect-computers-intel-processors-security-flaw?CMP=fb_gu
https://www.youtube.com/watch?v=I5mRwzVvFGE
https://www.youtube.com/watch?v=I5mRwzVvFGE
https://www.networkworld.com/article/3321036/data-center/gpus-are-vulnerable-to-side-channel-attacks.html?utm_source=HS_social
https://www.networkworld.com/article/3321036/data-center/gpus-are-vulnerable-to-side-channel-attacks.html?utm_source=HS_social
https://googleprojectzero.blogspot.com/
https://googleprojectzero.blogspot.com/
https://www.zdnet.com/article/over-nine-million-cameras-and-dvrs-open-to-apts-botnet-herders-and-voyeurs/
https://www.zdnet.com/article/over-nine-million-cameras-and-dvrs-open-to-apts-botnet-herders-and-voyeurs/
https://krebsonsecurity.com/2018/09/alleged-satori-iot-botnet-operator-sought-media-spotlight-got-indicted/
https://www.scmagazine.com/home/security-news/court-orders-mirai-developer-to-shell-out-8-6-million-in-damages/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686089/Secure_by_Design_Report_.pdf
https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
https://twitter.com/MalwareHunterBR/status/1023893755974352896
https://www.trustwave.com/Resources/SpiderLabs-Blog/Mass-MikroTik-Router-Infection-%E2%80%93-First-we-cryptojack-Brazil,-then-we-take-the-World-/
https://www.zdnet.com/article/known-mikrotik-vulnerability-scales-up-the-severity-scale-permits-root-access/
https://thehackernews.com/2018/09/mikrotik-router-hacking.html
https://community.webroot.com/t5/Announcements/Nastiest-Malware-2018/td-p/332217
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Ransomware Got Targeted and Ruthless
Last year, ransomware went on a rampage and caused panic among its 
victims. Many businesses scrambled to safeguard mission-critical data, 
often succumbing to demands for increasingly expensive ransoms paid via 
cryptocurrency, which itself skyrocketed in value. However, these days, the 
difficulty of pulling off a productive ransomware campaign, coupled with 
increasing use of good backups—including cloud backups that save previous 
versions—mean that today’s ransomware authors are less able to scare 
users into paying ransoms for their data.

Despite this, ransomware is still more targeted, better implemented, and far 
more ruthless.

Transport, Health, and Government Organizations Targeted

Ports, airports, government, and health organizations continued to be 
targeted by ransomware attacks and other cybercrime this year.

When service stoppages mean major disruption, significant loss of revenue, 
or danger to health and safety, there’s a bigger impetus to get back up and 
running as soon as possible. County districts, ports in Barcelona, San Diego, 
and Long Beach, as well as airports in Bristol and Atlanta were all targeted 
this year. In one U.S. hospital, a $55,000 ransom was paid even though the 
hospital had backups. 

Targeting organisations like these is big business, and one attack vector is 
common to almost all these attacks: RDP.

RDP Continued to Be Mercilessly Exploited
Ransomware has dropped this year partly due to the larger trend of malware 
in decline. It has not gone away, however. Instead, it has become a more 
targeted business model for criminals seeking out unsecured remote 
desktop protocol (RDP) connections as the attack vector. Using tools like 
Shodan, malicious actors scan for the many organizations that have left 
their environment open to infiltration by not creating adequate RDP settings. 
Less sophisticated cybercriminals can even go to the dark web and buy RDP 
access to already hacked machines. Access to machines in major airports 
has been spotted on dark web marketplaces for just a few dollars.

Once they access a system through RDP, criminals can browse all data on the 
system or shared drives to assess its value, as well as deploy ransomware or 
other malware. If they succeed in disabling endpoint protection for even a few 
minutes, they know their malicious payloads will execute successfully.

RDP breaches are nothing new, but sadly the business world (and particularly 
the SMB sector) has been ignoring the threat for years. This year, government 
warnings from agencies in the U.S. and UK both warned against this 
completely preventable attack. Those in charge of security often practice 
poor security themselves and have little faith in their organization’s defences.

Managed Service Providers Were Breached
Why bother trying to hack 100 companies when you can just target their 
shared MSP? That’s the thinking behind a very scary trend the U.S. 
Department of Homeland Security (DHS) highlighted this year. This supply-
side attack trend surfaced last year, but grew in popularity in 2018. MSPs 
have a host of tools that allow them to instantly connect to their clients’ 
servers and infrastructure, so these tools falling into the wrong hands could 
cause colossal damage. 

Much like RDP risk, this highlights the fact that anyone responsible for 
security (or even top management) should themselves practice impeccable 
security. Sadly, this is not the case according to a One Identity report of over 
1000 IT professionals released in October. Those in charge of security often 
practice poor security themselves and don’t trust their own organizational 
defences.

Information Stealers and “Swiss Army Knife” Malware 
Bled Businesses
Threat researchers like to put malware into simple categories. Banking 
Trojans steal banking data, ransomware demands a ransom, adware delivers 
advertisements. However, there is a growing trend in malware defying 
categorization because they have such varied malicious capabilities. 

Leading this multi-tasking trend are the Emotet and Trickbot Trojans. 

Emotet 

“Emotet is an advanced, modular banking Trojan that primarily functions 
as a downloader or dropper of other banking Trojans. Emotet continues 
to be among the most costly and destructive malware affecting state, 
local, tribal, and territorial (SLTT) governments, and the private and public 
sectors.”  

National Cybersecurity and Communications Integration Center (NCCIC, 
U.S.A.) Jul 20, 2018

Emotet is a hugely successful infection that’s been around in different guises 
since 2014 and was originally a banking Trojan. It exploded in capability and 
reach last year, hitting many corporate organizations across the globe. After 
infecting an organization by email, it would spread using SMB vulnerabilities, 
stealing or brute-forcing domain credentials to copy itself across a network, 
and then stealing email credentials so it could send itself in spam campaigns 
to its next victim. In a departure from its old bank robbing role, it now acts as 
a platform to drop other malware, namely banking Trojans.

Its payloads are delivered at an impressive pace, showing that threat actors 
have automated multiple steps in their campaign operations. In one incident 
alone, a U.S. town was forced to cough up $1 million in recovery costs. 
Emotet aspires to increase the number of zombies in its spam botnet, with 

https://www.ara.cat/economia/port-Barcelona-pateix-ciberatac_0_2091990961.html
https://www.bbc.co.uk/news/technology-45677511
https://www.bbc.co.uk/news/technology-44965163
https://www.zdnet.com/article/ransomware-attack-blacks-out-screens-at-bristol-airport/
https://eu.usatoday.com/story/tech/2018/03/23/atlanta-hit-ransomware-attack-city-employees-told-not-turn-computers/452846002/
https://eu.usatoday.com/story/tech/2018/03/23/atlanta-hit-ransomware-attack-city-employees-told-not-turn-computers/452846002/
https://www.bleepingcomputer.com/news/security/hospital-pays-55k-ransomware-demand-despite-having-backups/
https://www.bleepingcomputer.com/news/security/hospital-pays-55k-ransomware-demand-despite-having-backups/
https://securityintelligence.com/news/dark-web-rdp-shops-offer-access-to-vulnerable-systems-for-as-little-as-3/
https://www.ic3.gov/media/2018/180927.aspx
https://www.ncsc.gov.uk/report/weekly-threat-report-20th-july-2018
https://www.us-cert.gov/APTs-Targeting-IT-Service-Provider-Customers
https://www.us-cert.gov/APTs-Targeting-IT-Service-Provider-Customers
https://www.computerweekly.com/news/450416203/Chinese-hacking-group-targeted-firms-though-IT-MSPs
https://www.europol.europa.eu/newsroom/news/two-arrested-in-france-for-major-ceo-fraud
https://www.oneidentity.com/docs/the-key-findings-of-our-global-survey-2018-white-paper-26533.pdf
https://www.oneidentity.com/docs/the-key-findings-of-our-global-survey-2018-white-paper-26533.pdf
https://www.us-cert.gov/ncas/alerts/TA18-201A
https://www.us-cert.gov/ncas/alerts/TA18-201A
https://blog.barkly.com/allentown-pa-emotet-malware-attack-2018
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a concentration on credential-gathering. It is so popular and effective that 
several major malware campaigns use Emotet as a delivery vector.

“Botnets are the most commonly seen type of malware, and Emotet wins 
the prize for most prevalent and persistent botnet we’ve seen.” 

Webroot Threat Report: MID-YEAR UPDATE SEPTEMBER 2018

Technical Sophistication

The threat actors behind Emotet now have the option to create additional 
layers within their botnet, ultimately increasing its resiliency. They’ve 
developed a Universal Plug and Play (UPnP) module that allows Emotet to 
turn victims’ routers into potential proxy nodes for their command and control 
infrastructure. Most residential routers—which are Linux-based and have 
no antivirus—are viewed by their owners as black boxes, so proper setup is 
not a priority, making it difficult to notice when a criminal exploits convenient 
UPnP to plug IoT devices into their router. 

Email Harvesting

Frighteningly, email harvesting continued to evolve this year and has now 
started stealing the actual contents of millions of emails from Outlook on 
victimized machines. This is a colossal headache for companies hit by the 
virus, and it opens up a world of data breach doubt.

We mentioned that Emotet is mainly a platform for dropping malware. This 
year, the banking Trojan Trickbot has undoubtedly been its malware of choice.

Trickbot
The pair have worked hand in hand this year, with Emotet doing the infecting 
and spreading before dropping Trickbot to steal information for money. If our 
Advanced Malware Removal team received a call about Trickbot this year, it 
could more or less assume they were also a victim of Emotet, and vice-versa.

We see additional evidence that criminals are making their malware more 
resilient, harder to detect and longer-lasting, and that we are in a constantly 
shifting battlefield where threat actors change their tactics in response 
to security defences. This year Trickbot added Tor servers to its level 1 
command and control infrastructure to ensure that the servers used to 
distribute the attack modules and web injections remain active for longer 
periods of time. 

As well as stealing bank details, Trickbot itself now drops encrypting 
ransomware, namely Bitpaymer, though at the start of the year it dropped 
another banking Trojan called Ursnif.

Politically Motivated Skulduggery Online is Now a Fact 
of Life

“Discoveries of election meddling and social media tweaking will be 
an economic drag on some of the biggest tech giants in the industry - 
and be cause for further scrutiny on securing devices, networks, and 
communications channels and verifying identity. The tradeoffs between 
free speech and open digital access and convenience will become ever 
more apparent.” 

(2017) Hal Lonas, chief technology officer at Webroot, with a prescient 
prediction for 2018 

The year 2017 was huge for politically motivated hacking, data-theft, and 
propaganda dissemination. These activities continued throughout 2018 and 
are likely here to stay. 

Destructive cyberattacks are being carried out worldwide with very little 
restraint, and many leaders in government and industry are trying to limit 
this dangerously escalation through agreements and initiatives regarding 
cyberwarfare.

Public Opinion Manipulation

The political conversation was once again hijacked on various social media 
platforms across the world. Particularly on Twitter and Facebook. 

Cambridge Analytica, the notorious PR agency responsible for political 
disinformation campaigns and data harvesting on Facebook in various 
countries over the last few years, shut down. Facebook spent a lot of money 
and made a big effort to protect its users from manipulation this year, 
although it wasn’t without its own issues. 

There don’t seem to be any limits on online political interference, and this 
year has seen revelations on a huge variety of attacks ranging from the scary 
to the bizarre. 

Political Attacks & Investigations

Hacking groups with direct or indirect ties to governments are prolific 
these days. Governments hack for reasons including corporate or military 
espionage, military-style attacks, repression of dissidents, or just plain theft.

This year also saw more high-profile attacks against international agencies 
come to light, including anti-doping and chemical weapons watchdogs.

Attempted OPCW Hack

UK and Dutch Intelligence services, along with the open source investigative 
outfit Bellingcat, exposed a Russian attempt to hack the chemical weapons 
watchdog probing the Novichok poisonings in Salisbury, England. The most 
fantastical part of the whole affair is just how sloppy the state-run operation 
was. The hit squad’s passports had sequential numbers and some of their 
members were easily exposed with publicly available information.

Among the mountain of evidence: one of the men arrested was spotted on a 
dating site next to GRU headquarters and another was verified to have played 
for a spy soccer team.

Scams Evolved
Porn Blackmail

Hacking and cybercrime aren’t always about fancy technical intrusions. Every 
year computer users fall for scams and confidence tricks that rely on fooling 
users. In 2017 alone, U.S. authorities received calls regarding “Microsoft” 
scams or tech support fraud totalling $15 million. The real cost of tech scams 
globally peaks at over a billion dollars each year, and even senior British 
political figures admitted falling for them in 2018.

This year Webroot support received a mountain of calls regarding a type of 
scam where the attacker seems to know a lot about you.

https://www.zdnet.com/article/emotet-malware-gang-is-mass-harvesting-millions-of-emails-in-mysterious-campaign/
https://researchcenter.paloaltonetworks.com/2018/07/unit42-malware-team-malspam-pushing-emotet-trickbot/
https://www.ncsc.gov.uk/alerts/trickbot-banking-trojan
https://twitter.com/theshiv303/status/1043150887705825281
https://twitter.com/theshiv303/status/1043150887705825281
https://www.ncsc.gov.uk/report/weekly-threat-report-10th-august-2018
https://www.wired.co.uk/article/gchq-uk-robert-hannigan-cyberwar-definition
https://www.theguardian.com/technology/2018/apr/18/tech-firms-including-facebook-sign-up-to-digital-geneva-convention
https://www.androidheadlines.com/2018/02/un-head-wants-a-geneva-convention-for-cyber-warfare.html
https://www.bbc.co.uk/mediacentre/latestnews/2018/beyond-fake-news
https://www.politico.com/magazine/story/2018/02/04/trump-twitter-russians-release-the-memo-216935
https://www.bbc.com/news/business-43983958
https://www.bankinfosecurity.com/facebooks-security-privacy-overhaul-comes-at-price-a-11255
https://slate.com/technology/2017/10/russian-meddling-in-u-s-politics-extended-to-pokemon-go-and-fake-racial-justice-petition-websites.html
https://www.fireeye.com/current-threats/apt-groups.html
https://www.theguardian.com/uk-news/2018/sep/21/british-spies-hacked-into-belgacom-on-ministers-orders-claims-report
https://www.theguardian.com/uk-news/2018/sep/21/british-spies-hacked-into-belgacom-on-ministers-orders-claims-report
https://citizenlab.ca/2018/09/hide-and-seek-tracking-nso-groups-pegasus-spyware-to-operations-in-45-countries/
https://www.scmagazine.com/home/security-news/fireeye-outs-apt38-as-north-korean-cyber-bank-heist-gang/
https://www.vox.com/world/2018/10/4/17936306/russian-spies-hacking-indictment-olympics-doping
https://english.defensie.nl/latest/news/2018/10/04/netherlands-defence-intelligence-and-security-service-disrupts-russian-cyber-operation-targeting-opcw
https://www.bellingcat.com/category/news/uk-and-europe/
https://twitter.com/AricToler/status/1047838589059514369
https://twitter.com/AricToler/status/1047838589059514369
https://twitter.com/trbrtc/status/1047929689820594177
https://themoscowtimes.com/news/Russian-man-idetified-in-Dutch-hacking-probe-was-member-of-secret-services-football-team-63091
https://www.ic3.gov/media/2018/180328.aspx
https://www.theregister.co.uk/2018/11/08/abbott_pc_support_scam_confession/
https://www.theregister.co.uk/2018/11/08/abbott_pc_support_scam_confession/
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What’s scary about these mails:

 » They are sent from your email address 

 - This is just a trick to make it look like your account was compromised

 » They have your password 

 - Passwords get leaked all the time and, unfortunately, many people 
still use the same password for everything they do. If you visit the site 
haveIBeenPwned, you should be able to find where your breach has 
happened

 » They claim to have installed a keylogger/RAT/Backdoor on your machine

 » They claim to know all about your intimate viewing habits

 » They claim to have a video of you watching adult sites by hijacking your 
camera and will release it unless you pay

Needless to say, these can be extremely embarrassing and embarrassment is 
a fantastic way to elicit a ransom payment. These emails can be mailed out 
en-masse by crooks who aren’t long in netting a reward.

Cryptocurrency Scams on Social Media

As well as sending rockets to space, Elon Musk has been giving away a lot of 
cryptocurrency this year. That’s if a very common 2018 Twitter scam is to be 
believed. 

Accounts of the rich and famous were spoofed and hijacked throughout 
the year to promise Bitcoin giveaways. Tricks such as hacking “verified” 
accounts and using fake account replies to add legitimacy to the 
announcements helped sell the con time and time again.

Phishing Scam Email Example

Conor McGregor was also handing out free money on Facebook
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Phishing Persisted and Grew
Phishing attempts rose this year by 60% from January to June alone.

Dropbox overtook Google in the first half of 2018 as the most impersonated 
company for phishing attacks, accounting for 17% of phishing emails.

In addition to revealing sensitive consumer and business data including 
financial accounts, personal information, and corporate intellectual property, 
accessing a business’ Dropbox could expose cryptokeys, potentially unlocking 
a massive amount of mission-critical and highly sensitive data.

User Education Proves Invaluable

When it comes to fighting phishing and other social engineering scams, user 
education is vitally important. 

One positive outcome from the large number of cybersecurity threats we’ve 
seen in 2018 is the extent to which employee security awareness is becoming 
a key ingredient in many organizations’ security strategy. Training that 
focuses on recognizing key indicators of a phishing attempt is key to reducing 
risk.

“93% of breaches are initiated by phishing, and 22% of employees have 
clicked at least one phishing link in the last year”

Verizon. “2018 Data Breach Investigations Report.” (April 2018)

To ensure success, training must be ongoing throughout an employee’s tenure 
with the company. As shown below, results from our Webroot® Security 
Awareness Training customer base in the first half of 2018 underscore the 
necessity of continuous reinforcement.

In Webroot testing, we see that risk is reduced proportionally, i.e. the more 
security awareness training is conducted, the better employees are at 
spotting and avoiding risks.

1. Companies that ran between 1-5 campaigns saw a 33% phishing click-
through rate.

2. Companies that ran 6-10 campaigns dropped the rate to 28%.

3. Companies that ran 11 or more campaigns reduced the rate to 13%.

Additionally, phishing simulations and campaigns are most effective when 
the content is current and relevant.

The Year of Cryptojacking & Cryptocrime
It’s been a crazy year for Bitcoin and other cryptocurrencies. Massive price 
fluctuations, huge robberies, hacks, and mining operations all made the 
news. The huge spike in prices at the start of the year also initiated a spike in 
pop-up currencies that inevitably folded when their prices crashed.

Crypto Scams

There were too many crypto scams to list here. The gold-rush reputation 
of the currencies, the difficulties in tracing the movements of funds, and 
general ignorance of all things crypto have helped criminals swindle millions 
this year.

Mining Got Pricey

Mining is the basic accountancy of cryptocurrencies. It’s essential to the 
operation of most coins and, by its very nature, requires a lot of computation 
to verify all transactions made.

In the cash world, banks generally keep track of cash flow. But in the crypto-
world, the ledgers are distributed and anyone is encouraged to help with the 
computation in exchange for currency.

The more people mine, the less the reward. In years gone by, a regular PC/
CPU would be sufficient to mine a profit, but now specialised mining rigs 

The more training campaigns you run, the more the phishing email click-through rate drops

Bitcoin’s 2018 price graph would make a nice rollercoaster ride

Guardian graphic | Source: Nature Sustainability. Note: Energy costs are averages of daily 
prices in 2018 for cryptocurrencies and 2017 for metals. Heating 10L of liquid water from 

0C to 100C requires about 4.2MJ

https://www.verizonenterprise.com/resources/reports/rp_DBIR_2018_Report_execsummary_en_xg.pdf
https://coinnewspress.com/japans-crypto-exchange-zaif-loses-60-million-worth-of-bitcoins-to-hackers/
https://www.zdnet.com/article/two-sim-swappers-arrested-for-cmct-hack/
https://www.cnbc.com/2018/07/02/over-800-cryptocurrencies-are-now-dead-as-bitcoin-feels-pressure.html
https://deadcoins.com/
https://www.zdnet.com/video/victorian-police-warn-about-cryptocurrency-scam/
https://en.wikipedia.org/wiki/Proof-of-work_system
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using GPUs are leveraged for higher payouts. All of this uses tremendous 
amounts of electricity globally. This year the energy needed to mine a single 
dollar required more energy than it would take to mine in copper, platinum, 
or gold.

But who cares about the power bill when it’s not your machine? That’s the 
thinking behind criminal cryptomining.

Cryptominers

Miner malware was common at the start of 2018, before criminals began 
favouring cryptojacking. 

Zealot and Black Ruby were big at to start the year. Miners and other 
infections like Wannmine made use of WMI and EternalBlue to stay 
persistent. Sadly, the abuse of EternalBlue continued throughout the year by 
threat actors, proving that some organizations won’t update their security 
regardless of how many warnings are issued in the press. 

GhostMiner also (ab)used an Oracle Weblogic exploit to infect businesses 
that hadn’t patched.

Cryptojacking

Cryptojacking was the biggest threat of this year according to Webroot data. 
Cryptojacking is criminal mining that isn’t done through malicious files, but 
instead through code on a website.

You visit a website and, unbeknownst to you, it begins running mining code 
and hogging your processor. This is advantageous for criminals, since there 
is no file for antivirus file checkers to block and it doesn’t require a command 
and control link. These types of attacks are best stopped through DNS 
filtering, but web filtering can also help.

Many sites  belonging to companies, universities, charities, and others have 
been hacked to include malicious mining code. 

Originally, some sites did this as an alternative to ads for generating revenue, 
and were upfront about it. It’s mostly now carried out without user and hogs 
system resources in the background. 

Coinhive

By far the bulk of cryptojacking cash was made using Coinhive. Coinhive 
is a browser-based mining service that mines the Monero cryptocurrency. 
(Monero is a popular currency favored by crooks.) Coinhive was 
overwhelmingly used for criminal purposes when it was inserted into hacked 
websites, routers, plug-ins, or other devices this year.

A Year of High-Profile Data Scandals (and High-Profile 
Punishment)
Every year there are a huge number of data leaks of valuable or personal 
information. This year was no exception. But it also saw a greater level of 
legal punishment for carelessness compared to previous years. In Europe, 
GDPR was finally implemented, meaning anyone holding data in the EU 
can no longer pin the blame for breaches on attackers or bad luck. Austria, 
Portugal, and Germany all issued fines using the new legislation.

In August, privacy campaigners exposed a massive attempt by Google to hide 
the true amount of location data it recorded for its users. An investigation for 
this apparently blatant breach of GDPR has yet to be announced. Elsewhere 
for the search giant, it’s long suffering social media platform Google+ was 
shut down after half a million user records were exposed.

Details of a gigantic Equifax breach came to light in May of this year as the 
company tried to placate the U.S. Securities and Exchange Commission 
(SEC). Hundreds of millions of records of customer details, including 
government identification and social security data, were hacked in 2017 
after the company failed to patch its Apache Struts framework. Just prior 
to the end of the year, these huge numbers were eclipsed by the Marriott 
International breach. The company was forced to pay to replace passports as 
part of the cleanup after 500 million customer details were stolen.

In the U.K., British Airways, Tesco, and the NHS were all subject to 
investigations regarding breaches. 

As tough as data compliance bureaucracies can be, the need for heightened 
security was highlighted time and time again this year. Nowhere more so 
than in Pakistan, where customer data from “almost all” Pakistani banks 
were revealed to be stolen in November.

Top cryptomining domains
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Predictions
The year 2018 was another tumultuous one for cybersecurity around the 
world. In light of the trends, banner attacks, and security developments that 
marked the previous year, here are some predictions from Webroot experts 
about what we might expect to see in the year ahead.

 » There will be a state-sponsored service breach of critical infrastructure, 
leading to the loss of life and an extended timeframe for returning to 
normal operations. – Paul Barnes, Sr. Director of Product Strategy

 » Keep an eye out for interesting corporate structures attempting to isolate 
revenue to a particular geography, rather than globally. – Jonathan Giffard, 
Senior Product Manager 

 » We are going to see a lot more legislation proposed within the US that will 
be very similar to GDPR, much like California already has. These types of 
laws will begin to inspire the idea that companies don’t own the data that 
identifies people, and we need to be better stewards of that data. Data 
is by all accounts a commodity. It’s necessary for innovation and to stay 
competitive, but the data must be good to be of any use. – Briana Butler, 
Engineering Data Analyst 

 » Attacks will become more targeted. In 2018, ransomware took a back seat 
to cryptominers and banking Trojans to an extent, and we will continue 
see more targeted and calculated extortion of victims as with the Dridex 
group. The balance between cryptominers and ransomware is dependent 
upon the price of cryptocurrency (most notably Bitcoin), but the money-
making model of cryptominers favors its continued use. – Jason Davison, 
Advanced Threat Research Analyst 

 » A large, US-based tech company will be hammered by the new GDPR fines. 
– Megan Shields, Associate General Counsel 

 » We will see the continued growth of biometric services. Devices 
with usernames and passwords will become the legacy choice for 
authentication. – Paul Barnes, Sr. Director of Product Strategy 

 » Cryptojacking will continue to dominate the landscape. Arguably, half of all 
attacks in 2019 will be involve leveraging hardware in your devices to mine 
cryptocurrency. – Tyler Moffitt, Senior Threat Research Analyst  

 » There will be significant discussion concerning replacing social security 
numbers with a more secure, universal personal identity option. – Kristin 
Miller, Director of Communications 

 » There will be continued decline in commodity ransomware prevalence. 
While ransomware won’t disappear, endpoint solutions are better geared 
to defend against suspicious ransom-esque actions, and as such malware 
authors will turn either to more targeted attacks or to more subtle 
cryptocurrency mining alternatives. – Eric Klonowski, Principal Threat 
Research Analyst 

 » Because the cost of exploitation has risen so dramatically over the 
course of the last decade, we’ll continue to see a drop in the use of 
zero-day exploits in the wild (as well as associated private exploit leaks). 
Without a doubt, state actors will continue to hoard these for use on the 
highest-value targets, but expect to see a stop in Shadowbrokers-esque 
occurrences. Earlier leaks served as a powerful wake-up call internally 
with regards to who has access to these utilities (or where they’re left 
behind). – Eric Klonowski, Principal Threat Research Analyst 

 » We will finally see a consumer IoT/connected goods certification body, 
similar to the Consumer Electrical Safety Certifications we have today. 
This will enforce the notion of Security-by-Design for smart goods 
manufacturers. – Paul Barnes, Sr. Director of Product Strategy

 » Further adoption of AI will lead to the automation of professions involving 
low social intelligence and creativity, starting with market adoption of AI 
Insurance underwriters, tax clerks, and credit analysts. – Paul Barnes, Sr. 
Director of Product Strategy

 » Fake news and fraudulent activity will increase in future elections, 
demonstrating that the US doesn’t have a broad spectrum view of where 
cyber threats originate and what they can target. The attack surface area 
includes not only machines and information, but also public opinion and 
democracy itself.  – Hal Lonas, CTO
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